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ABSTRACT 

Challenges to national security of India are numerous. The extent 

and scope of threats are complex. No other country in the world 

confronts so many threats, with so much intensity, at the same 

time. Overall, more than 50 per cent of India is said to be 

affected by one or the other of these threats, which are not just 

‘law and order’ problems but they posed serious of threats to 

national security of India. The state of poor internal security 

situation is not because of India’s unfavourable strategic 

environment, but also due to weak internal security mechanism, 

especially its criminal justice system. In this context, the article 

argues that if appropriate actions are not taken, then the threats 

may result in the gradual degradation of the Indian State. It 

suggests renewed set of policies and mechanisms in political, 

economic, socio-cultural, military and diplomatic arena. 

 

 

ABBREVIATIONS 

 

NCSC: National Cyber Security Coordinator  

PMO: Prime Minister’s Office 

NCSSS: National Cyber Safety and Security Standards 

GTI: Global Terrorism Index 

LTIPP: Long-term Integrated Perspective Plan 
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Introduction 

India faces major national security challenges 

from resurgent China and the unstable Islamic 

state of Pakistan. Combined with continuing 

political instability in Central Asia to the north 

and the fear of regional Islamization, India’s 

land borders face both active and potentially 

hostile opponents, at least two equipped 

nation’s nuclear weapons. From the seas to the 

east, west and south, it is anticipated that 

Chinese nuclear-armed submarines may patrol 

at will in the future, within striking distance of 

the Indian land mass. It is expected that 

conventionally–powered Pakistani nuclear 

submarines will also ply these waters, and be 

equipped with nuclear– tipped cruise missiles. 

US naval forces, although considered less a 

threat than China and Pakistan, also patrol these 

waters, both on the surface and in its depths 

(Kugelman, 2011). 

Definition 

“Necessarily denotes a nation’s determination to 

preserve certain interests at all costs. Foremost 

among these national interests are: nation’s 

integrity, political independence & fundamental 

political institutions. It embraces not only the 

survival of nation, but its ability to survive.” 

(Kamath, 2011).This kind of difficult or 

extraordinary circumstances now occurs not 

because of natural threat but with the 

bombardment of lagging in security. So, the 

brief version about nation’s security is given as 

follows: 

The traditional view of security focussed on the 

application of force at the state level was 

therefore a fairly narrow view, hinging on 

military security. It is now widely 

acknowledged that there is more to security 

than purely military factors. Today’s definition 

of security acknowledges political, economic, 

environmental, social and human among other 

strands that impact the concept of security. 

In the most basic terms, the concern for 

security of the lowest common denominator of 

every society, namely the ‘human being’, has 

resulted in the development of the concept of 

‘human security’, which focuses on the 

individual. Therefore, the definition of security 

is definitely broad – and is related to the ability 

of the state to perform the function of 

protecting the well being of its people. This 

formulation harks back to the days of 

Chanakya and Arthashastra (Kamath, 2011). 

In older days, bow and arrow was used for 

wars, then gradually turned into weapon as 

tank and guns. But with the advancement of 

technology, nuclear weapon came in and 

caused serene Night horse to the world. So 

using nuclear weapons, several calamities are 

noticeable, nations started to make war 

indirectly with the opposite nations and the 

simplest and vulnerable form of technology to 

destroy opposite nation economy is cyber-

crime. 

 Cyber Warfare  

One field, in which awareness is, at best, 

nebulous, is Cyber Warfare. The annual Virtual 

Criminology Report of 2007, authored by 

McAfee, warned that international cyber 

espionage was set to be the biggest single threat 

to national security in 2008. It claimed that 

some 120 plus countries are already on the web 

espionage bandwagon. Reports suggest that the 

USA, Russia and China have acquired 

considerable capability in this domain (Annual 

Virtual Criminology Report of 2007). 

The Indian Armed Forces are increasingly 

investing in networked operations, both singly 

and as a joint fashion. We cannot, therefore, 

afford to be vulnerable to cyber-attacks. 
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InformationTechnology is our country’s known 

strength and it would be in our interest to 

leverage this strength in developing a 

formidable ‘offensive’ and ‘defensive’ cyber 

warfare capability.  

Indian authorities have spent the lion’s share of 

their resources tackling localised cyber crime 

while responding to major attacks on a case-by-

case basis. Recognising the strategic 

dimensions of cyberspace, the Prime Minister’s 

Office (PMO) created the position of the 

National Cyber Security Coordinator in 2014, a 

welcome first step. There is, however, no 

national security architecture today that can 

assess the nature of cyber threats and respond 

to them effectively. India’s civilian institutions 

have their own fire fighting agencies, and the 

armed forces have their own insulated 

platforms to counter cyber-attacks. Unlike 

nuclear energy, a neat division between civilian 

and military use of cyberspace is difficult.  

Just as the Indian Army may face serious 

cyber-attacks from non-state actors in Pakistan, 

the digital assets of a major Indian 

conglomerate--say, the Oil and Natural Gas 

Corporation may be taken down by a military. 

The asymmetric character of digital warfare 

requires a multi-agency organisation that is 

technically equipped, but also bases its decision 

on sound strategy and regular policy inputs 

(Mehta, 2009). 

26th September 2015, the official website of the 

Kerala Government: kerala.gov.in, was hacked 

by a person identifying himself as Faisal Afzal 

aka ‘Faisal 1337’ for reasons unknown. The 

text on the homepage at that moment was 

reportedly, “Official website of the RC Office, 

Govt of Kerala- New Delhi Hacked! Pakistan 

Zindabad.” Also mentioned below was, “We 

Are Team Pak Cyber Attacker. Security is just 

an illusion.” In an attempt to spread the word 

faster about his ‘so-called achievements’, the 

hacker also mentioned about his attack on his 

Facebook page. 

On 3 October, the National Green Tribunal's 

website came under attack with a group 

hacking it and posting profanities, claiming it 

was an act of "revenge", reported PTI. 

October 20, 2016, The website of Tamil Nadu 

Government has been hacked by unknown 

parties raising concern over the security of 

servers hosting these websites. It is believed 

that the group engaged in the hacking issue are 

from Pakistan. Most of the government’s 

various information was also stolen and the 

backup server details were also deleted. The 

latest in the string of attack is the defacement of 

‘www.tn.gov.in’ and the national information 

centre has confirmed that the site is hacked, 

local sources reveal. 

The site administrators’ are on the verge of 

pulling off the defaced page and re-hosting the 

original pages. Due to this illegal hacking, 

downloading documents were disabled it is 

noted. Hackers from Pakistan have a record of 

hacking Indian government’s websites and the 

recent hacking on TN government website is 

believed to be part of their hacking game. "We 

have entered the critical infrastructure of 

Pakistan. The moment we get the go-ahead, we 

will destroy these," said S Amar Prasad Reddy, 

Additional Director- General, National Cyber 

Safety and Security Standards, while 

addressing a conference at the Anna University 

in Chennai. 

Internal Security 

There is also mounting involvement in internal 

security tasks. Over the past decade and a half, 

‘internal security’ requirements have grown 

phenomenally. There are unrests of various 

https://www.facebook.com/pakistan1337
http://www.tn.gov.in/
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shades and hues in different states of our 

country, borne out of equally diverse causative 

factors. The addressing of these causes and 

maintenance of order are, nearly in all cases, a 

matter of internal governance and therefore, 

squarely within the purview of the civil 

administration and the police forces. The 

rampant spread of Left-Wing Extremism is 

particularly worrying and tackling the problem 

requires a well-thought out strategy. However, 

the increasing demand on the Armed Forces to 

assume ‘law and order’ responsibilities is 

clearly an undesirable trend. While ‘aid to civil 

authority’ is a mandated role of the Armed 

Forces and they will deliver whenever ordered, 

this must always be a ‘last resort’ and 

‘temporary’ measure to be expeditiously 

withdrawn when the critical need is met. The 

Armed Forces must never be seen as being 

used ‘against’ our own population–the 

irreversible damage of such action is there for 

all of us to see in our neighbourhood.  

On May 1, 2014, at around 07:30, a bomb blast 

occurred at the Chennai Central Railway 

Station on platform #9 on Guwahati– 

Bengaluru Express Train coming from 

Bengaluru. A bomb explosion, known as the 

2014 Bengaluru blast, occurred on December 

28, 2014, at Church Street, in Bengaluru, 

Karnataka, at 20:30 (IST) near the Coconut 

Grove Restaurant. Bengaluru Police and the 

Ministry of Home Affairs (MHA) have 

confirmed that the blast was a terror attack.  

According to the 2015 Global Terrorism Index, 

India had a slight increase in terrorist deaths, by 

1 percent in 2014, to reach a total of 416. This 

is the highest number of terrorist incidents and 

deaths since 2010. There were a total of 763 

incidents, which represents a 20 percent 

increase from 2013. India remains subject to 

violent terrorist attacks and continues to be one 

of the most persistently-targeted countries by 

transnational terrorist groups such as Lashkar-

e-Tayyiba (LeT). To date, in south India, 

Maoist/Naxalite groups have not specifically 

targeted U.S. or other international interests. 

On the night of 31 December 2015, four men 

hijacked a multi-utility vehicle belonging to 

Salwinder Singh, a superintendent of the 

Punjab Police, in Dinanagar. The vehicle was 

found abandoned about 500 meters away from 

the airbase. On 2 January 2016, a heavily 

armed group attacked the Pathankot Air Force 

Station, part of the Western Air Command of 

the Indian Air Force. 

Maritime Borders Security 

A word on coordination of maritime security is 

closer to our coast. Preventing ingress of 

terrorists from the sea is an abiding challenge. 

Our long and porous coastline and several 

island territories, many of which are 

uninhabited, offer avenues for infiltration of 

men and material into our heartland, as well as 

safe havens for clandestine activities. Intrusions 

via the sea are extremely difficult to prevent 

with our current state of material and 

organisational preparedness, as we were rudely 

shocked to realise, when the perpetrators of the 

Mumbai terror attacks of 26 Nov 2008 

breached the shores of Mumbai with impunity. 

However, it must be done in the interest of 

national security, if we are to prevent intrusions 

and attacks through the sea route. Our acute 

consciousness of ‘turf guarding’ must give way 

to a more synergistic way of functioning. A 

modest beginning has been made, which has to 

be sustained through concerted efforts of all 

stakeholders, adequate funding and most of all, 

public awareness – which is why from like the 

Habitat Centre are important (Sukumar, 

2016). Maritime security incorporated through 

the dual functioning of intelligence and the 

people living in sea store whereas order internal 
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security is basically based on the law and order 

responsibilities which is detailed as.  

Intelligence 

To a great extent it has been reported about our 

handling of intelligence in the past and also in 

the aftermath of the 1999 Kargil War and more 

recently, the Mumbai terror attacks. Our 

intelligence agencies need to be more focussed 

towards long term intelligence forecasting and 

therefore, must direct efforts towards 

anticipatory security planning – predicated on 

actionable intelligence inputs, in addition to 

immediate and short-term requirements. 

Cohesion amongst intelligence agencies and 

sharing of intelligence in a far more integrated 

manner is an operational necessity. Integration 

between all organs of government dealing with 

intelligence and seamless acquisition, 

processing of strategic, operational and tactical 

intelligence and its timely dissemination is of 

essence. Information exchange mechanisms 

with other friendly countries also need to be 

facilitated to enhance domain awareness in 

different arenas. 

Managing National security  

There is a dire need to improve the 

management of national security in India. The 

first and foremost requirement is for the 

government to formulate a comprehensive 

National Security Strategy (NSS), including 

internal security, so that all the stakeholders are 

aware of what is expected of them.  

It has clearly emerged that China poses the 

most potent military threat to India and, given 

the nuclear, missile and military hardware 

nexus between China and Pakistan, future 

conventional conflict in Southern Asia will be 

a two-front war. India needs to raise new 

divisions to carry the next war deep into Tibet. 

This will involve substantial up gradation of 

ground based (artillery guns, rockets and 

missiles)and aerially-delivered (fighter-bomber 

aircraft and attack helicopter) firepower. Only 

then it will be possible to achieve future 

military objectives.  

The armed forces are now in the fifth and final 

year of the 11th Defence Plan (2007-12) and it 

has not yet been formally approved by the 

government. The government has also not 

approved the long-term integrated perspective 

plan (LTIPP 2007-22) formulated by HQ 

Integrated Defence Staff. Without these 

essential approvals, defence procurement is 

being undertaken through ad-hoc annual 

procurement plans, rather than being based on 

carefully prioritised long term plans that are 

designed to systematically enhance India’s 

combat potential. These are serious lacunae as 

effective defence planning cannot be 

undertaken in a policy void (Chidambaram, 

2013) 

Structural Difficulties to Improving Security  

Improving coordination between intelligence 

and police; deepening the socioeconomic 

components and reducing the collective 

elements of counterinsurgency; modernizing 

the armed forces; and working to reduce 

misunderstandings with key foreign allies. 

These entire policies figure in debates about 

how best to meet India’s security challenges 

and threats, and all are articulated. Yet several 

contributors contend that unless India is 

willing to recognize and tackle the structural 

constraints to improving its security climate, 

these well-intentioned policies may well fall 

flat. One such constraint is the cloud of the 

Indian mining lobby, and its frequent collusion 

with both the central and state governments. 

According to the Asia Times, all major 

political parties in the iron-ore-rich state of 
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Karnataka have been funded by mining profits, 

and the BJP party has rewarded “mining 

barons” with ministerial positions. 

Such collusion has implications for 

counterinsurgency efforts. In 2010, New Delhi 

proposed new legislation that would require 

mining companies to share 26 percent of their 

projects’ profits with local populations— a 

widely praised measure that many believe can 

deprive the Maoists of a major grievance. 

However, even as Parliament prepared to 

introduce the legislation, observers feared the 

opposition of mining interests would 

ultimately produce a watered-down version of 

the bill.  

Another structural constraint is the inefficiency 

of India’s Defence Procurement and 

modernization processes, particularly those 

pertaining to the Navy. Srivastava describes 

these as “slow, bureaucratic, and corrupt.” 

Winner laments the old age of the Indian fleet 

and references the inability of the country’s 

shipbuilding industry to deliver platforms in a 

timely matter. He also points out that the Navy 

has traditionally been the smallest and “least 

well-resourced” of the three military services. 

Such disparities, he argues, are rooted in a 

“land centric” mentality among India’s 

political class—a “sea-blindness” that is in turn 

symptomatic of a lack of strategic thought. 

Several contributors, and particularly Prakash, 

decry the absence of long-term strategic 

planning among Indian statesmen and 

politicians. “Every military operation since 

independence,” he notes, “has been guided 

more by political rhetoric than strategic 

direction.” However, the Navy has sought to 

fill this vacuum by developing its own 

strategic framework, and several essayists 

suggest that India’s civilian leadership is now 

beginning to better understand the importance 

of strategic thought.  

Conclusion 

 

With a view of national security, role of 

government, military forces, and politicians is 

there but several hidden factors are not 

considered. They are in coordination between 

police, sub military and military forces, 

people's involvement, technically sound 

communication skill used by terrorists and 

non-easily identifiable communication system 

(e.g. In united state coach and every police 

state is connected through network). The 

above points are to be highlighted in current 

scenario and for future to condemn the 

terrorists’ activities. Otherwise, the basic 

immune system is identified and it may be a 

threat to the whole nation. Allocating budget 

should give great importance to the 

intelligence system in India to identify and 

eradicate the foreign bodies (terrorists) which 

are going to be the threat for our nation. 
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